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Scope

The goal of this paperis to discussthe commonmisconceptionsandpoorly publicizedissuesregardingthe useof
switchesfor securitypolicy enforcement.Not only aretherehundredsof switchesto choosefrom, but they arealso
very complex andthe technologybehindthemis progressingat a rapid rate. To allow for thesefactsandstill be
ableto coverthetopic in a reasonablydetailedmanner, I will concentrateonCiscoCatalystethernetswitches,which
from my experienceappearto be themostcommontypeof switchusedin theenterprisetoday;however, many of
theconceptspresentedin this paperarejust asapplicableto any layer2 switch,regardlessof vendor.

Overview

As corporationsbecomemoredependenton high-speedsecurenetworks, switcheshave quickly replacedhubsin
theenterprise.Dueto thehighercostof switchesandtheir marketedcapabilityof beingableto separatetraffic via
VLANs, many corporationsendup placinga high degreeof trust in their switches.VLANs areintendedto act as
impenetrablebarriersbetweenlogicalnetworkson thesameswitch,asillustratedin diagram#1. [1]
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As you canseein diagram#2, a compromiseof the switch resultingin a reconfigurationof its VLANs may
severelyreduce,or evenmitigatetheeffectivenessof thefirewall. Otherformsof attackmayattemptto take out the
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switch or VLAN(s) in an effort to disruptservice. Hence,network andsecurityadministratorsare likely to seea
varietyof attacksagainstswitches:

• Attemptsto negatively impacttheperformanceor stability of theswitch, takingdown oneor morenetworks
alongwith it.

• Attemptsto gainadministratorrightsto theswitchandreconfigureit to changethenetwork topology, thereby
bypassingthefirewall.

• Attemptsto exploit holesin theswitchdesignor protocols,allowing traffic to flow againstthepolicy setby the
administrator.

Denial of Service Attacks

Many peoplebelievethatswitchesareunlikely to besusceptibleto denialof service(DoS)attacksbecausethey work
with ethernetframesandthereforedonotneedto talk IP likeroutersorcomputers.While it is truethatalayer2switch
doesn’t need to understandthe IP protocol,many of today’s switcheshave advancedmonitoringandconfiguration
featureslike SNMP which utilize IP to communicatewith managementandmonitoringservers. More andmore
switcheshave layer3 andabove capabilitieswhich requirestheswitch to talk IP. Additionally, many switchescan
beconfiguredwith telnetor via anembeddedwebserver, which of courserequiresan IP stacktoo. Thesefeatures
havebecomeverypopularwith network administratorssinceit allows themto moreefficiently manageandmonitor
largenetwork environments.However, having apotentiallyexploitableIP stackandbeingat thecoreof thenetwork,
makesswitchesjuicy targetsfor peoplerunningDoSattacks.

In thepastthreeyears,threeveryseriousDoSvulnerabilitieshavebeenfoundin thepopularCiscoCatalyst5xxx and
29xx seriesswitches.Ciscoreportedin December1997thatsomeof their switcheswerevulnerableto the “land.c
attack”:

CiscoCatalyst5xxx andCatalyst29xx LAN switchesarevulnerableto [the land.c] attack. Both
switch typescrashwhenattacked. The crashmay be precededby a systemhangof asmuchasa few
seconds,but nosystemshavebeenobservedto hangindefinitely. [2]

A little overayearlater, X-ForcereportedanotherDoSvulnerabilityin someof Cisco’sswitches:

The Cisco Catalyst5000 SeriesEthernetSwitchesrun fixed configurationswitch software. This
softwareoperatesanundocumentedTCPservice.Sendingacarriagereturncharacterto this port causes
the switch to immediatelyreset. An attacker may repeatthis action indefinitely, causinga denial of
network services.Theswitchsoftwaredoesnot provide any IP filtering optionsto prevent this typeof
attack.[3]

And thenin 2000,KeithWoodworth founda DoSin many versionsof IOSby simply sendingthestring“%%” (two
percentsigns)to theembededwebserver of Ciscorouters.While this isn’t anattackdirectly againstswitches,it is
quiteapplicableto theRouteSwitchModules(RSM) thatmany switcheshave.[14]

As you can seefrom the above examples,theseattackscould createa greatdeal of havoc on networks with
unprotectedswitches.
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Switch Hijacking

Switch hijacking
�

occurswhen an unauthorizedpersonis able to obtain administratorprivilegesand modify the
configurationof a switch. Oncea switchhasbeencompromised,theattacker cando a varietyof thingssuchasturn
off portsto critical systems,changetheadministratorpassword on theswitch(DoSattack),reconfigureVLANs to
allow oneor moresystemsto talk to systemsthey shouldn’t (bypassingthefirewall), or allow analreadycompromised
computerto sniff all thetraffic goingthroughtheswitch.

Therearetwo commonmeansof obtainingunauthorizedaccessto a managedswitch:

• Trying default passwordswhich maynotof beenchanged.

• Sniffing thenetwork to gettheadministratorpasswordvia SNMPor telnet.

Almostall switchesnowadayscomewith multipleaccountswith default passwords,andin somecases,nopassword
at all. While mostadministratorsknow enoughto changethe administratorpassword for the telnet/serialconsole
account,sometimespeopledon’t know to changethe SNMP communitystringswhich provide both remoteread-
only andread-writeaccessto theswitchconfiguration.If thedefault SNMPcommunitystringsarenot changedor
disabled,would-beattackersareableto get a greatdealof informationaboutthe network or even total control of
theswitch. [13] Also, it turnsout thatmany switchvendorsincludepoorly or evennon-documentedadministrator
accountswhich havebeenpublishedat varioushacker websites.[5] If thenetwork administratordoesn’t plug these
holesaswell, it canbea realeasyway for attackersto gainunlimitedaccess.

Contraryto popularbelief, it is verypossibleto sniff thenetwork whenyou’reonaswitch.Soevenif youchangethe
administratorpassword(s)andtheSNMPcommunitystrings,you maystill bevulnerableto switchhijacking. The
easiestway to sniff a switchednetwork is to usea tool called“dsniff” which tricks theswitch into sendingpackets
destinedto othersystemsto thesniffer. [4] Dsniff not only capturespacketson switchednetworks,but alsohasthe
functionality to automaticallydecodepasswordsfrom insecureprotocolslike telnet,HTTP, andSNMP, which are
commonlyusedto manageswitches.

Switch Design and Protocol Issues

The last issueregardingswitch security is due to the fact that switchesand their protocolshave beendesigned
primarily to enhancethe performanceof networks, not security. Readany review of switchinghardware [6] and
you’ll seethatit’ sall aboutperformanceandfeatures.Hence,it’ snotsurprisingthatvendorsoptimizetheirproducts
for performanceratherthansecurity, andin thecaseof theCiscoCatalyst5000seriesit createsanexploitablehole
by utilizing aninsecuremethodto managetraffic:

A framethatentersa Cat5K backplanegetsdumpedto all portson theswitch. It is thenup to the
processorto tell all ports (minusthe actualdestinationport) to drop the frame. Shouldthe processor
becomeoverloaded,it cannotinform theportsto droptheframe.[7]

In this case,by usingfail-openlogic, Catalyst5000’s arepotentiallyno moresecurethana hub. If Ciscohadused
a fail-safemethod,wheretheCPUdecidedwhich port receiveseachframein thefirst place,thenthis would not of
beenan issue. Otherproblemswith switcheshave lessto do with designor bugsin their software,but ratherthe
protocolsthey use.For example,originally theIEEEcreatedthe802.10protocolasasecuritystandardto implement
VLANs onswitches.However, Ciscoimplementedtheprotocolwithout thesecurityfeaturesandcreatedthe802.1Q
standard.Unsurprisingly, theothervendorsendedup following Ciscoin orderto maintaincompatibilityandchose
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the 802.1Qstandardaswell. [8] This decisionled to the discovery that a computerusing802.1Qcould generate
packets that the switch would incorrectlypassbetweenVLANs, thusviolating the securitypolicy andcreatinga
potentially� exploitablehole. [9]

802.1Qisn’t theonly insecureprotocolwhich canbeusedto jump VLAN’ s. CiscoCatalystswitcheshave a propri-
etarytrunkingprotocolcalled“Inter-SwitchLink”, commonlycalledISL. Two ISL capableswitchesareableto link
theirVLANs togethersothatthetwo switchescanactasone.Unfortunately, theISL protocolhasnoauthentication.
This lack of authenticationallows an attackwherea userspoofsISL packets in orderto communicatewith other
VLANs thatexist on theswitch. [12]

Conclusion

Theinherentin-securitiesof today’s advancedswitcheshave led a numberof securityprofessionalsto denouncethe
useof switchesto enforcenetwork securityboundariesvia VLANs. In many cases,theonly way to guaranteethat
network boundarieswill be properlyenforcedis to usephysicallyseparatehardwareto supporteachLAN. While
somevendorsaredeveloping“improved” VLAN technologies(suchasCisco’s “PrivateVLANs”), they still have
someof the samebasicvulnerabilitiessincethey don’t solve for the authenticationproblemsin 802.1QandISL.
[10] Furthermore,few vendorsare supportingstrongauthenticationand encryptionfor remotemanagementand
monitoringof switchhardware,which makessniffing for passwordsavery realthreat.

Someimportantpointsto keepin mindwhendesigningnetworkswith switchesare:

1. Managementinterfacesof switchesshouldbeisolatedasbestaspossibleto reducethechanceof a successful
attack.[7]

2. Considerusingseparateswitchesor hubsfor DMZ’s to physicallyisolatethemfrom therestof your network
to preventVLAN jumping.

3. Besureto install thelatestversionof theswitchsoftwareto protectyourselfagainstexploitssuchastheland.c
attackin olderversions.

4. Fully readtheproductdocumentation,payingspecialattentionto any administratoraccountsanddefault pass-
words.Be sureto choosestrongpasswordsthatarenoteasilyguessed.

5. Turnoff insecuremanagementserviceslikeSNMPunlessyouunderstandtherisksandtaketheproperprecau-
tions. [11]

Thereality is thataslongasreviews focuson performanceandfeaturesratherthansecurity, andcustomersdon’t let
thevendorsknow thatsecurityis a priority with them,vendorswill not bemotivatedto solve theseproblems.Until
then, it will be up to network andsecurityadministratorsto intelligently deploy switchesin order to reducetheir
exposureto securitybreachesandDoSattacks.
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Other Resources

1. TheREADME file from THC-Parasitehasa lot of goodinformationaboutsniffing onswitches.http://thc.
inferno.tusculum.edu/files/thc/parasite-0.5.tar.gz
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