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Scope

The goal of this paperis to discussthe commonmisconceptiongndpoorly publicizedissuesregardingthe useof
switchesfor securitypolicy enforcementNot only aretherehundredf switchesto choosefrom, but they arealso
very complex andthe technologybehindthemis progressingat a rapid rate. To allow for thesefactsandstill be
ableto coverthetopicin areasonablyletailedmanneyl will concentrat®n CiscoCatalystetherneswitcheswhich
from my experienceappeatto be the mostcommontype of switch usedin the enterpriseoday; however, mary of
the conceptgpresentedhn this paperarejustasapplicableto any layer2 switch,regardlesof vendor

Overview

As corporationsbecomemore dependenbn high-speedsecurenetworks, switcheshave quickly replacedhubsin
the enterprise.Dueto the highercostof switchesandtheir marketedcapability of beingableto separatdraffic via
VLANS, mary corporationsendup placinga high degreeof trustin their switches.VLANs areintendedto actas
impenetrabldarriersbetweeriogical networks on the sameswitch, asillustratedin diagranm#1. [1]
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As you canseein diagram#2, a compromiseof the switch resultingin a reconfigurationof its VLANs may
severelyreduce or evenmitigatethe effectivenesof thefirewall. Otherformsof attackmay attemptto take out the



switch or VLAN(S) in an effort to disruptservice. Hence,network and securityadministratorsarelikely to seea
variety of attacksagainstswitches:

« Attemptsto negatively impactthe performanceor stability of the switch, taking down one or more networks
alongwith it.

 Attemptsto gainadministratorightsto the switchandreconfigurdt to changehe network topology thereby
bypassinghefirewall.

« Attemptsto exploit holesin the switchdesignor protocols allowing traffic to flow againsthe policy setby the
administrator

Denial of Service Attacks

Many peoplebelieve thatswitchesareunlikely to besusceptibléo denialof service(DoS)attacksbecausehey work

with etherneframesandthereforedonotneedotalk IP likeroutersor computersWhile it is truethatalayer2 switch

doesnt need to understandhe IP protocol,mary of today’s switcheshave advancedmonitoringand configuration
featureslike SNMP which utilize IP to communicatenith managemenand monitoring seners. More and more
switcheshave layer 3 andabove capabilitieswhich requiresthe switch to talk IP. Additionally, mary switchescan

be configuredwith telnetor via anembeddedveb sener, which of courserequiresanIP stacktoo. Thesefeatures
have becomevery popularwith network administratorsinceit allows themto moreefficiently manageandmonitor

large network ervironments However, having apotentiallyexploitablelP stackandbeingatthe coreof the network,

makesswitcheguicy targetsfor peoplerunningDoS attacks.

In the pastthreeyearsthreevery seriousDoSvulnerabilitieshave beenfoundin the popularCiscoCatalystxxx and
29xx seriesswitches.Ciscoreportedin Decemberl997that someof their switcheswerevulnerableto the “land.c
attack”

Cisco Catalyst5xxx and Catalyst29xx LAN switchesare vulnerableto [the land.c] attack. Both
switch typescrashwhenattacked. The crashmay be precededy a systemhangof asmuchasa few
secondsbut no systemdave beenobseredto hangindefinitely. [2]

A little overayearlater, X-ForcereportedanotherDoS vulnerabilityin someof Cisco’s switches:

The Cisco Catalyst5000 SeriesEthernetSwitchesrun fixed configurationswitch software. This
softwareoperateanundocumented CP service.Sendinga carriagereturncharacteto this port causes
the switch to immediatelyreset. An attacler may repeatthis action indefinitely, causinga denial of
network services.The switch softwaredoesnot provide ary IP filtering optionsto preventthis type of
attack.[3]

And thenin 2000,Keith Woodworth founda DoSin mary versionsof I0S by simply sendingthe string“%%" (two
percentsigns)to the embededveb sener of Ciscorouters.While thisisn’'t an attackdirectly againstswitchesit is
quiteapplicableto the RouteSwitchModules(RSM) thatmary switcheshave.[14

As you can seefrom the abore examples,theseattackscould createa greatdeal of havoc on networks with
unprotectedgwitches.



Switch Hijacking

Switch hijacking occurswhen an unauthorizedpersonis able to obtain administratorprivilegesand modify the
configurationof a switch. Oncea switch hasbeencompromisedthe attacler cando a variety of thingssuchasturn
off portsto critical systemschangethe administratopassverd on the switch (DoS attack),reconfigureVLANSs to
allow oneor moresystemdo talk to systemshey shouldnt (bypassinghefirewall), or allow analreadycompromised
computetrto sniff all thetraffic goingthroughthe switch.

Therearetwo commonmeansof obtainingunauthorizedccesgo a managedwitch:

 Trying default passwardswhich may not of beenchanged.

« Sniffing the network to getthe administratopassverd via SNMP or telnet.

Almostall switchesnowadayscomewith multiple accountswith default passwerds,andin somecasesno passverd
at all. While mostadministratorknow enoughto changethe administratorpassverd for the telnet/serialconsole
account,sometimegeopledon’t know to changethe SNMP communitystringswhich provide both remoteread-
only andread-writeaccesgo the switch configuration.If the default SNMP communitystringsarenot changedr
disabled,would-beattaclersare ableto geta greatdeal of informationaboutthe network or even total control of
the switch. [13] Also, it turnsout that mary switch vendorsinclude poorly or even non-documenteddministrator
accountsvhich have beenpublishedat varioushacler websites.[5] If the network administratordoesnt plug these
holesaswell, it canbearealeasyway for attaclersto gainunlimitedaccess.

Contraryto popularbelief, it is very possibleto sniff the network whenyou’re on aswitch. Soevenif you changehe
administratompassverd(s)andthe SNMP communitystrings,you may still be vulnerableto switch hijacking. The
easiestvay to sniff a switchednetwork is to usea tool called“dsniff” which tricks the switchinto sendingpaclets
destinedo othersystemdo the sniffer. [4] Dsniff not only capturegacletson switchednetworks, but alsohasthe
functionality to automaticallydecodepassverdsfrom insecureprotocolslik e telnet, HTTP, and SNMRE which are
commonlyusedto manageswitches.

Switch Design and Protocol | ssues

The last issueregarding switch securityis due to the fact that switchesand their protocolshave beendesigned
primarily to enhancehe performanceof networks, not security Readary review of switching hardware [6] and
you'll seethatit’sall aboutperformancendfeaturesHence,it's not surprisingthatvendorsoptimizetheir products
for performanceatherthansecurity andin the caseof the CiscoCatalyst5000seriesit createsan exploitablehole
by utilizing aninsecurenethodto managetraffic:

A framethatentersa Cat5K backplanegetsdumpedto all portson the switch. It is thenup to the
processotto tell all ports (minusthe actualdestinationport) to drop the frame. Shouldthe processor
becomeoverloadedit cannotinform the portsto dropthe frame.[7]

In this case by usingfail-openlogic, Catalyst5000% are potentiallyno moresecurethana huh If Ciscohadused
afail-safemethod ,wherethe CPU decidedwhich port receveseachframein thefirst place,thenthis would not of

beenan issue. Otherproblemswith switcheshave lessto do with designor bugsin their software, but ratherthe
protocolsthey use.For example,originally the IEEE createdhe802.10protocolasa securitystandardo implement
VLANSs onswitches.However, Ciscoimplementedhe protocolwithout the securityfeaturesandcreatedhe 802.1Q
standard.Unsurprisingly the othervendorsendedup following Ciscoin orderto maintaincompatibility andchose
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the 802.1Qstandardaswell. [8] This decisionled to the discovery thata computerusing802.1Qcould generate
paclets that the switch would incorrectly passbetweenVLANSs, thusviolating the securitypolicy and creatinga
potentiallyexploitablehole. [9]

802.1Qisn’t theonly insecureprotocolwhich canbe usedto jump VLAN’ s. CiscoCatalystswitcheshave a propri-
etarytrunkingprotocolcalled“Inter-Switch Link”, commonlycalledISL. Two ISL capableswitchesareableto link
their VLANs togethersothatthetwo switchescanactasone.Unfortunatelythe ISL protocolhasno authentication.
This lack of authenticatiorallows an attackwherea userspoofsISL pacletsin orderto communicatewith other
VLANS thatexist ontheswitch.[12]

Conclusion

Theinherentin-securitieof today’s advancedswitcheshave led a numberof securityprofessionalso denouncehe
useof switchesto enforcenetwork securityboundariessia VLANS. In mary casesthe only way to guaranteehat
network boundarieswill be properly enforcedis to usephysically separatéhardwareto supporteachLAN. While
somevendorsare developing“improved” VLAN technologiegsuchas Cisco’s “Private VLANS”), they still have
someof the samebasicvulnerabilitiessincethey don’t solve for the authenticatiorproblemsin 802.1QandISL.
[10] Furthermorefew vendorsare supportingstrongauthenticatiorand encryptionfor remotemanagemenand
monitoringof switch hardware,which makessniffing for passverdsavery realthreat.

Someimportantpointsto keepin mind whendesigningnetworkswith switchesare:

1. Managemeninterfacesof switchesshouldbeisolatedasbestaspossibleto reducethe chanceof a successful
attack.[7]

2. Considerusingseparateswitchesor hubsfor DMZ’ sto physicallyisolatethemfrom therestof your network
to preventVLAN jumping.

3. Besureto install thelatestversionof the switchsoftwareto protectyourselfagainsiexploits suchastheland.c
attackin olderversions.

4. Fully readthe productdocumentationpayingspecialattentionto any administratoaccountsanddefault pass-
words.Be sureto choosestrongpassverdsthatarenot easilyguessed.

5. Turnoff insecurananagemergervicedike SNMP unlessyou understandherisksandtake the properprecau-
tions.[11]

Thereality is thataslong asreviews focuson performancendfeaturegatherthansecurity andcustomersion't let
thevendorsknow thatsecurityis a priority with them,vendorswill not be motivatedto solve theseproblems.Until
then, it will be up to network and securityadministratordo intelligently deploy switchesin orderto reducetheir
exposureto securitybreachesindDoS attacks.
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Other Resources

1. TheREADME file from THC-Parasitehasalot of goodinformationaboutsniffing onswitchesht t p: // t hc.
i nferno.tuscul umedu/files/thc/parasite-0.5.tar.gz
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